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1 FleeMa Installation
| dette dokument beskrives installationen af FleeMa applikationen.

1.1 Opret VPN forbindelse
For at fa adgang til FleeMa installationsfilerne, er det ngdvendigt at oprette en VPN forbindelse. Forbindelsen
oprettes via 'Pulse Secure’ applikationen til https://vpn.sikkerhedsnet.dk/cdt

Se evt VPN klient installationsvejledningen http://dbkas.dk.newsite.dk/downloads/

1.2 Download

Download installations filen fra fglgende link: http://fleemaweb.dbk.global/Home/Download

S Use \(B% Asp (i oo (8% erT (B ase (D) chel \ D) BV B4\ e (@ Mot (= Boo () Co

Download

Hent den seneste version af FleeMa herunder

Seneste version: 1.0.0.15

Download »

Klik download for at hente installationsfilen.


https://vpn.sikkerhedsnet.dk/cdt
http://dbkas.dk.newsite.dk/downloads/
http://fleemaweb.dbk.global/Home/Download
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1.3 Kogr installationsfilen

FleeMa.exe
,_0‘ http://fleemaweb/Home/DownloadFile?contentFilename=setup.exe&contentFolder...
A )

Show in folder

1.4 Tillad FleeMa i eventuel Antivirus

Symantec Endpoint Protection

Download Insight

. Our information on this file is inconclusive.
We recommend not using this file unless you know itis safe.

5 fleema.exe
http: fffeemaweb Home DownloadFile fcontentFilename =setup. execontentFolder =FleeMalnst. ..

Remnove this file from my computer I
- Allow this file I
|__'E" Unproven " Very Few Users 1 Very New
There is not enough information  This file has been seen by fewer  Symantec has known about this
about this file to recommend it, than 5 Symantec users, file approximately 2 days.
Maore Details

'/Symantec.
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1.5 'Requirements’ kontrolleres

Verifying application requirernents. This may take a few
moments,

Launching Application et

Felgende .NET krzeves:

i Microsoft .NET Framework 4.5.2 (%36 and x64)

1.6 Installer
Klik install.

Application Install - Security Warning

Do you want to install this application?

Name:
Fleela

fleernaweb

Publisher:
Danzk Beredskabskommunikation A5

From (Hover over the string below to see the full domain):

Install

Don't Install

g While applications from the Internet can be useful, they can potentially harm your computer. If
you de not trust the source, do not install this software. More Information...
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1.6.1 Windows protected your PC
Hvis dette billede dukker op. Tryk ‘more info’.

Windows protected your PC

ized app from

Og herefter Run Anyway

Windows protected your PC

d app from
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(13%) Installing FleeMa — >

Installing FleeMa My
This may take several minutes, You can use your computer to do other tasks )
.--{ 4

during the installation.

w"' Mame: FHeeMa

From: fleemaweb

Downleading: 5.24 MB of 44.4 MB

Cancel

1.7 Login
Log ind nar installationen er fuldfgrt. Anvend den email du er registreret med i DBKs systemer.
A Login — X

Venligst Log ind

Brugemavn Iexample@mail com l

Kodeord e |

Logind

1.8 Opstart
FleeMa starter nu op pa din PC. Tillad adgang afhaengig af dine netvaerks indstillinger. (Windows markere dette
selv og vil i de fleste tilfeelde vaere OK)
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& Windows Security Alert X

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of FleeMa on all public, private and domain

networks,
m Name: Flecval
Publisher: Dansk Beredskabskommunikation A5

Fath: C:lusersymed 74\appdatalocal\apps 2. 0w46t14d5.83m
Ywykd 334, yo5\flee. . tion_35ch542e8 1def5h4_0001.0000_5
Allow FleeMa to communicate on these networks:

[#]Domain networks, such as a workplace network

[JPrivate networks, such as my home or work network

[JPublic networks, such as those in airports and coffee shops (not recommended
because these networks often have litle or no security)

What are the risks of allowing an app through a firewall?

G Allow access Cancel

FleeMa starter nu op med fglgende billede:

FleeMs - Fleet on Map

s | Rapporter FleetMap Dats  Indstillinger

Operativt Oversigtsbillede

Vaelg Terminaler © Gitil g Aben FindRadioer =\ 8 L 4 % Gq &3~y (5 Kolding « @ Tegning - [ - I - )5 M Intet ot mile

) | Nummerraekker(2

S5t Raskke: (COT 1SSk 9001168 -> 9001199 >

Agning

er | Nodopkald

No data to display

®OpanSumenias coniass -0BKZ0TT
AR ONng Lotitude/Longitude: [57,14816; 7.93213]

Loggetind som: vmcd74@motorolasolutions.com Siden 14:53:26 19-05-2017
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2 Fejlfinding

Blinker forbindelsestesteren(gverste hgjre hjgrne), kan der vaere problemer med en lokal firewall eller et
antivirus program. | afsnittet herunder vises hvorledes dette kontrolleres i windows firewall. Anvendes der
firewall eller antivirus Igsninger fra 3. part, konsulter manualer for disse.

2.1.1 Windows Firewall

1. Aben winsows firewall:

O & Filters “~
Best match

& Windows Firewall
Control panel

Settings

@ Check firewall status

¥ Check security status

@ Allow an app through Windows Firewall

Apps
Photos

Documents

ﬂrd

2. Klik "Allow an app...’

@ Windows Firewall — a X
4 @ > Control Panel > All Control Panel ftems > Windows Firewall v B Search Control Panel P
Control Panel Home Help protect your PC with Windows Firewall
— Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature Internet or a network.
through Windows Firewall
& Change notmcation settings l o Domain networks Not connected
& Tum Windows Firewall on or
off l 0 Private networks Not connected
& Restore defaults
& Advanced settings l o Guest or public networks Connected
Troublesheat my network Networks in public places such as airports or coffee sheps
Windows Firewall state: on
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: Mone
Notification state: Notify me when Windows Firewall blocks a new app
See also
Security and Maintenance
Network and Sharing Center
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Fglgende billede vil kunne ses:

P Allowed apps

« © 4 > ControlPanel > All Control Panel ftems > Windows Firewall » Allowed apps

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

@{Microsoft.BingFinance_4.18
icrosoft BingFinance_4.6.1
icrosoft. Binghews_4.18.41.0_
crosoft BingNew

icrosoft.BingSpor

icrosoft. BingSpor
cros

icros £
icrosoft. MicrosoftOfficeHub_
icresoft.MicrosoftOfficeHub_!

icrosoft RemoteDesktop_t
@{Microsoft.SkypeApp 11.10.1

FRERERERERERE

Details...

- o

v @ | Search Control Panel

¥ Change settings

Domain  Private Public ™

FRERERERERERE
DORROOO0O0O0O000d
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Allow another app...

0K

Cancel

x

2

3. Find fleema.exe i listen
Allowed apps and features:

Mame

[ fleema.exe

Kontrollere at der er flueben ud for denne linje og at den rigtige netvaerksprofil er valgt. | nogle tilfeelde kan

Domain

O

Windows have oprettet flere ‘policies’ for den samme applikation, sgrg derfor i dette tilfaelde at alle linjer med

fleema.exe er slaet til.

2.1.2 Porte og IP addresser

FleeMa har behov for at modtage information fra Central Datatjeneste. Dette ggres pa de porte som er valgt

under indstillinger:

Central Data Tjeneste
Brugernawvn
Kodeord
IP Adresse
Port Mr

Trafik source vil veere 10.1.15.0/24.
TCP 192.168.200.1:12222 10.1.15.65:51180

TCP 192.168.200.1:12223 10.1.15.71:51181

10.1.15.23

ESTABLISHED

ESTABLISHED

10



